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Abstract

In this paper the classification of discrete events, com-
puted on tiny wireless sensor nodes, is investigated. Three
different classifiers are evaluated: a Bayesian classifier,
a fuzzy logic controller (FLC), and a neural network ap-
proach. The target applications pose several requirements
on the classifiers. No a priori knowledge about the event
classes is available. Events are only observable as collec-
tions of raw sensor data. Accordingly, event classes need
to be learned from that raw (training) data. As a conse-
quence, pre-labeling of the events is not possible either. In
our work, event classes are learned by a k-means clustering
algorithm. Any subsequent classifier training is based on
these extracted event classes. Thus, the resulting classifiers
are completely self-learning. Event classes are learned from
emitted signal strength estimations, which are collected and
processed by dynamically established tracking groups. The
resulting event estimates are reported to a base station,
where the classifiers are trained. The learned classifier pa-
rameters are then downloaded onto the sensor nodes, where
any subsequent classification and filtering is performed.

1 Introduction

Sensor networks consist of tiny, battery-powered sensing
devices, equipped with some processing power, some stor-
age, a radio, and an array of sensors to monitor the physical
environment. Environmental data is sensed and processed
on the sensor nodes. In general, observation (event) reports
are sent to a base station, where the data is stored and/or
might be further processed.

Reporting all measurements from all sensor nodes to
the base station is expensive. Accordingly, distributed al-
gorithms for data processing and aggregation are needed.
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Moreover, if the system is able to filter false or non-relevant
event reports, communication costs can be saved and false
alarms prevented. To evaluate and filter event reports,
means to distinguish different event types, as well as confi-
dences in the classifications, are required.

In this work, classifiers modeled based on measured data
are considered. This means the event classes and the pa-
rameters of the classifier are learned, respectively estimated,
from training data. In many applications, i.e., most monitor-
ing systems, it would be difficult to predetermine the event
classes. Accordingly, unsupervised learning techniques are
needed. Learning from data has the advantage that no ex-
pert knowledge is required. Thus, the application of the
algorithm is simpler and design flaws due to poor data ab-
stractions can be prevented.

Another classifier requirement is the ability to filter sus-
picious data (e.g., false alarms). A classifier based on fuzzy
logic concepts and a neural network approach are proposed.
The classifiers assign a confidence degree to each classifi-
cation. Thus, it is possible to filter events which do not sat-
isfy a given threshold requirement. As non-satisfying event
reports are filtered, a periodic reclassification of events is
needed. This is supported in many applications anyway, in
particular if events need to be tracked. Obviously, filter-
ing event reports has an impact on reporting delays. On the
other hand, preventing false alarms saves costs in terms of
energy and money. The trade-off between false-alarm toler-
ance and reporting latency is investigated.

The detection and classification of events is done by col-
laborative signal processing (CSP) in a spatially restricted
area. An event is detected and tracked by dynamically es-
tablished groups, which are lead by a dedicated node. Mea-
surements of the group members are gathered at this leader
node. In the current implementation the leader estimates
the emission powers of multiple signals emitted by an event
source. The classifier is based on these estimates. All com-
munication and computation is performed locally and only
the satisfying event reports are routed to the base station.

In contrast to classification, which can easily be executed
on sensor nodes, the estimation of the classifier parameters,



i.e., the tuning of the classifier, is performed at a base sta-
tion. This has two reasons: First, the classifier is tuned from
training data which needs to be collected at a central in-
stance. Second, the tuning of the classifier is too expensive
to be run on a simple sensor node, but can be performed
at a base station equipped with more computation power.
Alternatively, if the event reports are routed to a dedicated
station in the Internet, the classifier tuning can be performed
there too. Once the parameters of the classifier have been
computed, they only need to be downloaded onto the sensor
nodes, which perform any subsequent classification.

In Section 2 related work is discussed. Section 3 intro-
duces the clustering mechanism and the different classifiers.
The generation of training and test sets is addressed in Sec-
tion 4. The evaluation of the classifiers is provided in Sec-
tion 5. Section 6 concludes the paper and gives an outlook.

2 Related work

Related work can mainly be divided into three fields.
There are approaches in event detection and tracking group
organization, providing primitives to collect data and to or-
ganize event-observing areas. Second, event classification
algorithms, which commonly focus on improving the clas-
sification accuracy. In contrast, our focus is on classification
error control and false alarm prevention. Third, there is the-
ory in fuzzy classifier and neural network design. This has
been well studied in other research fields, but has not yet
gained much attention in wireless sensor networks.

Detection and tracking group formation issues have been
widely investigated. [6] organizes groups based on consen-
sus. This requires mutual negotiation implying high com-
munication costs. In [8] mobile targets (events) are consid-
ered. The group organization is based on estimated target
velocities. In-group communication is done in a message-
passing-like manner, implying again rather high communi-
cation costs. EnviroSuite [9] is a distributed event track-
ing algorithm. It supports event detection and tracking, but
neither localization nor classification. The tracking groups
are dynamically established. The group is maintained by a
simple periodic heartbeat message scheme. Our network-
ing approach (DELTA) [16] provides similar basic opera-
tions, but adds additional features such as event classifica-
tion. Another event detection scheme has been proposed
in [1]. IDSQ incrementally queries group members until a
belief state is satisfied. The incremental querying implies
delays, though. In other research querying systems have
been enhanced to support distributed event detection. For
example, [13] proposes a declarative query language based
on discrete events. Querying systems basically require a
priori system knowledge and experts.

Event classification with wireless sensor nodes has been
addressed in the Senslt project (e.g., [8], [15]). Statistical

methods based on time series of event measurements have
been investigated. All approaches share a rather central-
ized nature requiring high communication costs. Non of
the approaches provides means for data filtering and clas-
sification error-rate control. In [12] events are classified
by applying a decentralized incremental subgradient opti-
mization method, where a parameter estimate is incremen-
tally updated until a precision mean is satisfied. Again, no
data filtering is supported. In [17] a fault-tolerant classifier
based on local binary decisions is introduced. The approach
depends on error-correcting codes. Binary decisions are
collected at fusion centers, where the classification is per-
formed. A priori knowledge of the events and precomputa-
tion of the codes are required. In [3] vehicles, persons, and
persons equipped with ferrous objects are classified based
on a decision tree. All decisions are based on thresholds,
requiring expert knowledge.

Dimensionality reduction techniques such as multidi-
mensional scaling, nearest neighbor search, and principal
component analysis (e.g., [4], [10]), are related to classifi-
cation problems. In [5] the application of ART neural net-
works for dimensionality reduction in wireless sensor net-
works has been proposed. ART neural networks learn new
patterns online. Although the parametrization of the system
might be difficult, an integration of ART neural networks
could be promising. A good introduction to fuzzy classifier
design is the work of Kuncheva [7]. Some of the design de-
cisions considering the proposed FLC classifier have been
inspired by this book. The challenge is to compose the ap-
propriate model for the present kinds of events, though.

3 Event Classification

Unsupervised classification algorithms are considered.
These algorithms can be tuned directly from data, requiring
only limited expert knowledge and no a priori knowledge of
the system. Obviously, training data must be available. This
data might be generated in specific training phases or could,
alternatively, be extracted from the event reports continu-
ously collected at the base station. In the latter case, event
reports should not be filtered in the network, but at the base
station. Else, the classifier tuning would be applied on fil-
tered data. A retraining of the classifier might be necessary
if, for example, new event patterns occur. The retraining
can be performed on demand or periodically.

3.1 Extracting the Event Classes

In unsupervised learning, event classes are modeled
based on training data. In this work two well-known clus-
tering mechanisms, k-means and fuzzy k-means, have been
used. Clustering algorithms arrange samples into groups



(clusters) according to some similarity metrics, e.g., the Eu-
clidean distance, or membership degrees.

The goal of clustering is to find a decomposition of
the (training) set Z = {z1,...,zp} into m clusters
{C4,...,Cp,}. The basic idea of fuzzy k-means is to assign
each z € Z to each cluster C; with a given membership
degree 11;(z). Hard clustering (k-means) is a special case
of fuzzy clustering with p;(z) € {0,1} for all j. The fuzzy
k-means algorithm requires the computation of the mem-
bership degree of a sample z according to [2]:

1, if z = m;,
1 (z) = H ! ——, else. (0
ZkK=1<HzfmiH)ﬁ_l

where (3 is a parameter controlling the gradient of the mem-
bership and ||.|| is the Euclidean norm. According to (1) the
membership degree of a sample z is the higher, the closer z
and a cluster center m; are. The computation of the cluster
centers m; itself is based on the membership degrees of all
samples z € Z [2]:

M
o 2im M=) -z
ji= M

D i1 1(24)

Having defined these preliminaries, the fuzzy k-means al-
gorithm can be written as:

@)

Fuzzy k-means

input: Training set Z; K = number of clusters;
ouput: m clusters {C1, ..., Cp, };
wi(z;) forl1 <j < Kand1l <3< M;
begin
choose K initial cluster centers mq, ..
repeat
compute u;(z;) forl1 <j< Kandl1<i< M
according to (1);
update the cluster centers m; for 1 < j < K
according to (2);
until termination criteria satisfied;
end

5 MES

The fuzzy k-means algorithm works similar to the k-
means algorithm. The main difference is that it does not
fixly assign a sample to a cluster, but assigns a sample to
a cluster with a certain membership degree. This has also
some impact on the computation of the cluster centers, as
the impact of all samples is regarded instead of only con-
sidering the samples belonging to the specific cluster.

Having applied any of the two clustering algorithms on a
training set, the classifiers discussed in the next section can
be tuned based on the learned clusters (classes). It remains
to be highlighted that both clustering algorithms can be used

as substitutes and produce similar clusters. K-means has
been used to tune the Bayesian classifier and the neural net-
work, while the FLC was tuned with fuzzy k-means.

3.2 Bayesian Classifier

It is assumed that m different event classes (clusters) C;
have been learned. Each sample x of C; is an element of
R™, where n is the total number of observed phenomena
(features). In the current implementation each sample x
consists of two different light values. The feature or phe-
nomena space is accordingly $2.

To implement a Bayesian classifier the a priori class
probabilities p(C;), i.e., the probabilities representing the
frequencies of classes C; in the sample, as well as the
class-specific probabilities p(x|C;) are required. p(x|C;)
is the probability to which extend x belongs to C;. A
Bayesian classifier implements the following classification
rule [7], [2]:

x € C; & p(x|Ci)p(C;) > p(x|C;)p(Cy), 3)
Vi=1,...m;j#1

In the following normal distributions of the probabilities
p(x|C;) are assumed. Normal distributions are analytically
well manageable. The parameters, i.e., the mean value m
and the standard deviations K of each cluster, can easily be
estimated from the samples in the C;. The normal distribu-
tion in n dimensions, with n > 2, looks as follows [2]:

p(x|C;) =

L clbeemyrieem)] g
(2m) = |Ki[2

This function only requires the knowledge of the mean
vectors m; and the covariance matrices K; for each class
C;. The covariance matrix is a n X n matrix. |K;| is the de-
terminant of K;. Instead of using p(x|C;)p(C;) in the clas-
sification rule (3), a monotone function can be applied to
simplify the computation. As done by other authors [7], [2],
a natural logarithm is used:

Di(x) = In[p(x|Ci)p(Cs)] &)
Thus, the new classification rule is:
x€(C; & Di(x) > Dj(x), Vj=1,...,m;j#i (6)

The Bayesian classifier is fully functional as soon as the
the covariance matrix K; and the mean m; of each cluster
C; are computed. Having samples {x1,...,xs} of a class
C;, these parameters are estimated as follows [2]:

M M
m; = i X and K, = x:x: — mm’
i M 7 1 I
j=1 j=1

The classifier does not support any confidence in its clas-
sifications. A sample is fixly assigned to the cluster it be-
longs to with highest probability.



3.3 Neural Network

Neural networks [2] are bio-inspired networks which, in
general, are neither self-documenting nor directly compre-
hensible for human beings. They consist of simple, mu-
tually connected computing units (neurons), which support
parallel computing, learning, and generalization.

In our implementation a multilayer feedforward neural
network (FFNN) has been used. Basically, FFNNs consist
of an input layer, an output layer, and one or more hidden
layers of neurons. The number of input variables, output
variables and neurons is arbitrary. A simple neuron is de-
fined as follows:

f(a:l,...,xn):Zwiati (7)
i=1

where a weight w; is assigned to each input variable z;. In
FFNNs these weights are learned from training data con-
sisting of input samples and the associated output. The
training is based on the backpropagation method (e.g., [2]),
which feedforwards the input training pattern throughout
the neural network, analyzes the error by backpropagation,
and updates the weights. The backpropagation procedure is
based on the popular steepest descent minimization method,
which is used to solve nonlinear optimization problems.
The FFNN is trained off-line based on the collected event
reports. The output (event class) associated with each sam-
ple is determined by k-means clustering. Once trained, only
the weights need to be downloaded onto the sensor nodes.

3.4 Fuzzy Logic Controller (FLC)

In this section the FLC is introduced. All computations
are based on the clusters learned by fuzzy k-means. We
assume again that m different event classes C; have been
extracted. Let U = {uq,...,u,} be the universal set. A
fuzzy set A on U is described by the membership function:

pitU—[0.1] ®)

where (o ; (u) expresses the membership degree in which
the element u belongs in A.

Gaussian

Triangular

Figure 1. Used membership functions.

In our work, we investigate triangular and Gaussian
membership functions. The functions are depicted in Figure

1 and computed according to:

8

=4 ifx € (a,b],
N(x) - 5 ifx € (b, c],

, otherwise.

o o

_(z—a)?
and p(x) =e 252
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Gaussian functions have the advantage that the whole fea-
ture space is covered. Considering a classification problem
with x € R™ and m event classes, the proposed fuzzy logic
controller consists of a system of m fuzzy if-then rules Ry,
of the form [7]:

Ry :IF MAk,l(xl) A ugw(xg) A /\NA,M(%) )
THEN gi(x) > gi(x), Vi=1,...m

where A is an arbitrary operator aggregating the fuzzy
sets of the premises and g(x) is an arbitrary function of the
consequence. The rule means that the degree of satisfaction
of the premise is assigned to the conclusion. Accordingly, if
the premise of Ry is fulfilled to a high degree, then the con-
sequence of Ry, has a high degree of significance too. More-
over, considering a sample x, the degree of satisfaction of
rule Ry, shall be maximum if x belongs to class Cy. The
fuzzy sets flk,i are learned from the clusters and the conse-
quence functions ¢g(x) are modeled according to a Takagi-
Sugeno TSK2 classifier [7]. A TSK classifier implements
rules of the general form (9) in the following way [7]:

Ry :IF uAm(xl) A ugm(mg) N ANpg, (xn) (10)
THEN gi(x) = fr(x)

where fj(x) is again an arbitrary function. TSK clas-
sifiers have a number of properties. In particular their pa-
rameters can be estimated from training data and, therefore,
no expert knowledge is required. Second, the conclusion
assigns a sample with a certain membership degree to a
specific class. This allows the assignment of belief degrees
to classifications, supporting false-alarm filtering. The spe-
cific TSK2 classifier is derived from the generic TSK model
by specifying

TSK2 classifier
oz €R, k=1,...,m, i=1,...,m;
e The conjunction (AND) is the product;

e The ith output of TSK2 is

M n
=1 Rkl li=1 M4, (X
iTSK2(X): 2k=1 H] 1 Ak,J( i) (11

M ,
ppyay | KA, ; (x;)

Accordingly, after having determined the fuzzy sets of
the premises, the fuzzy consequences g;(x) can be tuned



for the TSK2 classifier (see [7], p. 182). This means that
estimates of the z;, ; have to be computed. In the following
tuning of premises and the consequences are discussed. The
idea is to generate exactly one rule for each cluster. Accord-
ingly, each classification rule is used to classify samples of
one specific event class (cluster).

3.4.1 Tuning the premises

The premises are tuned from the clusters learned by fuzzy
k-means. Thereby, the fuzzy sets of the premises are the
projections of the clusters on the coordinate axes, where the
cluster center has the highest membership degree. The pro-
jection of a 2-dimensional cluster, i.e., the samples consist
of two kinds of phenomena, is shown in Figure 2.

T

a1 b1 cq X1

Figure 2. Mapping a cluster to the fuzzy sets
Ay ; of the premises in 2.

The rule Ry used to classify samples into this cluster
looks as follows:

Ry :IF MAk,l(xl)/\MAkQ(xQ) THEN g,{SKQ(x)

Different kinds of membership functions p 4 ., with
1 = 1,..,n, can be extracted from a cluster. In our work
triangular and Gaussian membership functions are used. In
order to parameterize a triangular function p 4, ., the min-
imum, mean, and maximum values of a cluster in dimen-
sion i are needed. The determination of the parameters of a
Gaussian membership function 1 4, . requires the mean and
the standard deviation of a cluster in dimension i.

3.4.2 Tuning the consequences

The consequence function gTS K2 js computed for each rule

Ry;.. Therefore, the degree of satisfaction (significance) of
the premise of each Ry, in the following labeled as firing
strengths 75 (z), needs to be determined:

Th(z) = Mpg,  (21), - 14, (2n)) (12)

For the TSK2 classifier (see Eq. (11)) the productis used
as aggregation function A.

In order to obtain the firing strength G ;, of a rule Ry,
to a cluster C;, the sum of firing strengths 1, ..., G, of all

samples belonging to that specific cluster C; are computed
according to [7]:

Bri =Y Ind(z, C;)7.(2),

zZEZ

Vk=1,...m; (13)

where Ind(z, C;) indicates the cluster C; to which the ele-
ment z belongs:

1, if 74 (z) is maximum,

Ind(z,C;) = { (14)

0, else.

This means having determined the cluster C; with maxi-
mum firing strength as ’class label” of a sample z, the firing
strengths of z in respect to each rule Ry is assigned to the
according sum in (3 ;. An example illustrates the proce-
dure. Given the set of samples Z = {z1,...,2z4} and four
rules Ry, ..., Ry, one for each cluster C1, ..., Cy, the firing
strengths 71, ..., 74 of each sample z to each rule are:

| Sample || 71(2) | 72(2) | 73(2) | 7a(2) [| Class |
Z] 0.6 0.2 0.1 0.1 Ch
Z 0.1 0.7 0.1 0.1 Co
Z3 04 0.3 0.1 0.2 Ch
Z4 0.2 0.2 0.5 0.1 Cs

Sample z;, for example, has a firing strength of 0.6 in
respect to C'y, of 0.2 in respect to Ca, and of 0.1 in respect
to Cs and C}y, respectively. According to Equation (14), z;
is therefore assigned to C (bold in Table 3.4.2). Similar as-
signments are obtained for the other samples. By applying
Equation (13) the matrix By, ; is filled as follows:

06+04 0.1 02 0
02403 07 02 0
Pri= 101401 01 05 0
01+02 0.1 01 0

In the first column ;1 of B ;, the firing strengths of
{21,253}, which belong to cluster C, are recorded in re-
spect to the according rule Ry. In the second column the
firing strengths of zy, which belongs to Cs, are recorded.
The fourth column of /3, ; contains no elements as no sam-
ple falls in the according cluster Cy. The zy; are finally
obtained by normalizing 3, 1

o Br.i
" ZT=1 ﬁk,s

The tuning of the premises and consequences is done at
a management station, e.g., a base station, where the train-
ing data has been collected. The estimated membership
functions p ; A and the matrix zj; are the only informa-
tion which have to be downloaded onto the sensor nodes.
Any subsequent classification of input x € R can then be
performed on the sensor nodes by applying Equation (11) .

15)



4 Generation of Training and Test Data

In previous work [16] we proposed and investigated a
distributed leader formation and data gathering algorithm
(DELTA), which detects and tracks appearing events fast
and efficiently. DELTA has been used to collect training
and test data in this work too. For the current purpose the
monitoring of static event sources with single-hop commu-
nication is sufficient, though. This can easily be satisfied
with DELTA. The basic operation is depicted in Figure 3.

a  Q

Base station
(classfier tuning)

& @ LEADER
Ot @l 71 @  MEMBER
X V0N —=+=> Heartbeat
S22 3 50 B > Response message
Pig } & —— Event report
e & o

Sensor stimuated

Figure 3. Event detection, group organiza-
tion, localization, and reporting with DELTA.

The event observing region is represented as gray circle.
Among the sensing nodes, a leader is elected (black node
in Figure 3) based on the amplitude of the received signal
strength(s). This is achieved with a timer which expires the
sooner, the stronger the stimuli of the involved sensors on
the node are. When elected, the leader immediately starts
to broadcast messages (heartbeats) to inform its neighbor-
hood about its state. Apart from the state dissemination, the
heartbeat messages are also used to request data from the
1-hop neighbors of the leader. This data is required for the
computation of event characteristics and classification. The
response messages furthermore inform the two-hop neigh-
borhood of the leader (white nodes in Figure 3) about its ex-
istence. Thus the probability of concurrently evolving lead-
ers is decreased. To support tracking, the heartbeat/response
message procedure is performed twice in a second.

The computation of the signal strength(s) emitted by an
event is performed at the leader node based on the sen-
sor readings collected in the neighborhood. Only the com-
puted estimates are reported to the base station. In the fol-
lowing the computation of the emitted signal strength(s)
is shortly summarized. Detailed information is provided
in [16]. First, an adequate sensor model is required:

C
= 16

This model assumes an isotropic signal attenuation. The
received signal strength p; on a sensor node i, located at

position &;, decreases inversely to the distance to the event
source, the location of which is x. c is the amplitude of
the emitted signal, « is the attenuation degree of signal c,
w is some additional white Gaussian noise, and ||.|| is the
Euclidean norm.

In the planar case there are n = 3 unknown variables in
Equation (16). In space n is 4. Assuming the availability of
k, with k > n, sensor nodes, Equation (16) can be reformu-
lated as a nonlinear least square objective function:

k ) 2
fx0)=>" (Pqi - ﬁ) (17)

i=1

This function can be minimized by applying nonlinear op-
timization methods. So far, we tested the Nelder-Mead’s
Simplex Downhill (SD) [11] algorithm and the Conjugate
Gradient descent method (CG) [11] in simulations. Based
on its performance and simplicity, the SD method has been
implemented and evaluated on real sensor nodes.

The TmoteSky [14] platform has been used for the cur-
rent implementation. TmoteSky nodes consist of a micro-
processor, some memory, an IEEE 802.15.4 compliant ra-
dio, and a number of sensors such as temperature, humidity,
and light. Light can be measured with two sensors. The first
light sensor measures only the photosynthetic active radia-
tion (PAR), i.e., the visible light with a wavelength between
320 and 730 nm. The second light sensor measures the total
solar radiation (TSR), including infrared, ranging from 320
to 1100 nm. In the current implementation these two sen-
sors are used to classify different light sources. To generate
the training and test sets five different light sources, bulbs
of 25, 40, 60, 75, and 100 Watt, have been used. Thereby,
the light bulbs were arranged in two different setups, which
are depicted in Figure 4.

| | LI
X |
P% |
|
x |
B X Xox X W | 100cm
|
I B Sensor nodes
I X Experiment |
| Experiment Il
" n ' P
- — — — = — — — — — >

Figure 4. Test with 7 or 15 event positions.

In the first experiment the light sources have been placed
at 7 specific locations, whereas in the second experiment 15
locations have been considered. Each experiment has been
repeated 30 times. This results in training and test set sizes
of 1050, respectively 2250, samples. According to DELTA



one of the sensor nodes in Figure 4 establishes as leader
node and requests the sensor readings from its neighbors
twice a second. Taking these readings as input, the SD al-
gorithm computes the PAR and TSR values. The estimates
are reported to the base station.

For the classification only the emitted light signal
strengths are used. To get an idea of the samples collected
at the base station, Table 1 shows the mean values (x) and
standard deviations (o) of the training set of Experiment II.

Table 1. Emitted light signal strength.

PAR TSR

Bulb p | o1 pe | oo
25W [ 3.24¢* | 0.77¢* || 3.16e™ | 0.47¢?
40W || 5.72¢T | 0.96e? || 5.23¢? | 0.73¢?
60 W 9.61e? | 1.18¢* || 7.94e* | 1.17¢*
75W || 12.07¢* | 1.29¢" || 9.54e™ | 1.38¢?
100W || 17.47¢T | 1.89¢T || 12.09¢T | 1.64€”

Considering 17 and o7, it seems as if the different light
bulbs should be distinguishable in respect to the PAR value
to some extent. The same is true for the TSR. Consequently,
it should be possible to identify clusters (classes) represent-
ing the different event sources (light bulbs) from the training
set. The data of Experiment I is very similar to the data of
Experiment II and not shown here.

5 Classification Performance

The data from Experiment II, 15 event locations result-
ing in 2050 samples, has been used. Experiment I produced
similar results, which are not shown. The classifiers are
tuned with the training set and are then applied to the test
set. The FLC classifier has been evaluated with both Gaus-
sian and triangular membership functions. The FFNN has
been implemented with 10 hidden neurons. Thus, the com-
plexity of the FFNN is similar to that of the FLC.

The FLC and the FFNN filter events, which do not sat-
isfy a given threshold T},. As a consequence some reporting
delays are introduced. As mentioned in Section 4 classifi-
cation is performed at the leader node every 0.5 s. In the
current implementation, if 7}, is not satisfied after 30 com-
putations, i.e., the reporting time expires 15 seconds, the
classification is aborted. These settings are arbitrary and
might be adapted based on the application.

Table 2 shows the performance of the different classifiers
based on the classification error rate, i.e., the rate of wrong
classifications (false positives) in dependence of T,.

All classifiers perform almost equally well if no filter-
ing is applied (7}, = 0). Thus, a classification error-rate of

Table 2. Error rates of the classifiers.
Bayesian || FLC-Gauss || FLC-Tri FFNN
T, || Error [%] Error [%) Error [%)] || Error [%)]
0 9.56 10.64 11.07
0.1 9.01 9.68 9.22
0.2 8.56 9.07 7.45
0.3 7.03 6.23 5.92
0.4 9.86 6.35 4.6 5.02
0.5 4.85 2.95 3.34
0.6 342 2.61 1.95
0.7 3.34 2.37 0.76
0.8 3.64 0 0.83
0.9 2.9 0

approximately 10% can be achieved. With the FLC clas-
sifiers and the FFNN arbitrary classification error-rate con-
straints can be satisfied. If, for example, the classification
error rate needs to be smaller than 5% (marked bold in Ta-
ble 2), the FLC-Gaussian and the FFNN require a 7}, of 0.5,
while FLC-Triangular requires a 7}, of 0.4. The Bayesian
classifier does not support filtering, thus its classification
error-rate remains constant.

To evaluate the reporting delay five characteristic distri-
bution parameters (in seconds) have been computed: The
minimum and maximum, the median, and the lower and up-
per quartiles.

Table 3. Reporting delays of triangular FLC.

Error rate Latency percentiles p in [s]
T, (%] Min | 25-p | Median | 75-p | Max
0 10.64 0.5 0.5 0.5 0.5 0.5
0.1 9.68 0.5 0.5 0.5 0.5 35
0.2 9.07 0.5 0.5 0.5 | 10
0.3 6.23 0.5 0.5 0.5 1
0.4 4.6 0.5 0.5 1 6
0.5 2.95 0.5 0.5 1.5 7.5
0.6 2.61 0.5 1 4.25 135 | > 15
0.7 2.37 0.5 2.5 10.5
0.8 0.5 4.5 > 15
0.9 0 05 [>15] ~"°

Table 3 shows the reporting latencies applying the trian-
gular FLC classifier with varying T},. The minimum report-
ing delays to achieve an error-rate below 5% are marked
bold. The results show that in 50% of all experiments (me-
dian) event reports are generated in 1 second. Accordingly,
the classification needs to be performed only twice to gen-
erate an event report. In 75% of all experiments a report is
sent within 6 seconds. At least in one experiment no report
could be generated within 15 seconds. As expected, if T}, is
increased, the reporting delays become longer.



Table 4. Reporting delays of FFNN.

Error rate Latency percentiles p in [s]

T, (%] Min | 25-p | Median | 75-p | Max
0 11.07 0.5 0.5 0.5 0.5 0.5
0.1 9.22 0.5 0.5 0.5 0.5 |

0.2 7.45 0.5 0.5 0.5 0.5 2.5
0.3 5.92 0.5 0.5 0.5 0.5 2.5
0.4 5.02 0.5 0.5 0.5 1 2.5
0.5 3.34 0.5 0.5 0.5 1 4

0.6 1.95 0.5 0.5 1 1.5

0.7 0.76 0.5 0.5 1 1.5 <15
0.8 0.83 0.5 1.5 1.5 3

0.9 0 0.5 1.5 3 7

The FFNN outperforms the FLC in terms of reporting
delay (see Table 4). Considering an error-rate lower than
5%, in 50% of all experiments (median) a correct event re-
port is sent immediately. Moreover, even in the worst case
a report is reported within 4 seconds. This is because the
neural network is able to model the distribution of the sam-
ples better than the FLC, which needs the abstraction of tri-
angular or Gaussian distributions. On the other hand, the
knowledge processing is hidden by the FFNN, making it
more difficult to understand and configure. If the initial val-
ues are chosen poorly, the FENN can perform quite worse
than the FLC.

6 Conclusions and Future Work

The evaluation showed the trade-off between classifica-
tion error-rate control and reporting latency. If the applica-
tion requires a certain accuracy but can handle some delay,
a neural network or a FLC classifier is a good choice. All
three classifiers are performed at the leader node and require
only local neighborhood information. Thus, the communi-
cation and computation overhead is kept small.

Till now only discrete events have been considered. In
the future we aim at developing a classifier for intrusion de-
tection in wireless sensor networks. Thereby, unauthorized
office access will have to be detected. The associated classi-
fication problem includes the dimension of time, which will
make high demands on the respective classifier.
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