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Abstract— The Differentiated Sewvices approachto QoS in the Inter-
net posesnew challangeson the configuration and sewice provisioning
side. The approachrelieson an entity often refered to as a Bandwidth
Broker. It configuresthe network elementssothat guaranteednetwork-
ing sewicesare provided to customers. However, the DiffServ capabale
routers have a largevariety of hardware configurations and differ ent con-
figuration interfaces (e.g SNMP, CORBA, CLI). Therefore, we propose
in this paper a QoS managementAP| which is usedby Bandwidth Bro-
ker implementationsin order to configure the underlying routers. In our
prototype we implemented a proprietary configuration interface to our
Linux-based DiffServ router implementation.

|. INTRODUCTION

An importanttaskfor an ISP offering guaranteedervices
by usingthe DifferentiatedServicegDiffServ)approacho its
customerss to configuretheroutersof its network accordingo
the customerstequirementsThe negotiationof technicalser
vice parameterbetweerthecustomerndthelSP alsocalleda
Servicelevel Specification(SLS),containsadescriptiorof the
end-to-endQuality of Servicethe customerexpectsto be pro-
vided (even by routersthatarenot in the domainof the ISP).
Theresultingamountof configuratiorto own routersandcom-
municationto foreign networks is normally performedby an
entity calleda BandwithBroker (BB).

In Figure1 we shav an exampleof a userrequestinga cer
tain servicefor a connectionacrosstwo ISP’s networks by
sendinga SLSto thefirst BandwidthBroker. Thisbrokerinter-
pretsthe SLSin its managemergectionandformsa SLSto be
forwardedto the neighbouringBB anda Traffic Conditioning
Specification(TCS) for its own network. This TCS contains
information abouthow eachrouter hasto be configured(on
an abstractlevel) and will be forwardedto the configuration
softwarethatis ableto createthe correspondingonfiguration
commandgor eachinvolvedrouter

A genericQoSmanagemenPl is thescopeof thispaper A
bandwidthbroker may usethe API to configuredifferenttypes
of routerswithin its own domain. It will be an interfacebe-
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Fig. 1. Exampleof ageneramulti-broker scenario

tweenthe managemerdoftware,which is not awareof the dif-
ferenttypesof routerswithin the underlyingnetwork andthe
configurationsoftware, thatis speciallydesignedo optimally
supporteachroutertype. Theroutersmay differ in their capa-
bilities or configurationinterfaces. Themainfocusof thiswork
is on the independencef the API from routerhard-andsoft-
wareandon aneasyextensibility to any kind of new routers.
It is not intendedto proposeary brokering algorithm or
broker-to-broker communicationinterface, since this can be
found elsavhere[4]. Neverthelessye will shav a broker ap-
plicationscenaricasafirst applicationof the developedAPI to
theDiffServimplementatiordevelopedat our institute[3], [2].
This paperis organizedasfollows: in Sectionll we intro-



ducethe designof the API andbriefly describeeachfunction
seperatelyNext, in Sectionlll, we shav how theabstracton-
ceptof the API canbe appliedto a real-world network con-
sistingof Linux Routers. In SectionlV we presenta sample
applicationusingour API. A shortconclusionis given at the
endof thedocument.

I1. DESIGN OF THE QOS MANAGEMENT API

The independencef the API from routerhardware or im-
plementatiordetailsis bestachiesed usingan objectoriented
designwhere the objectsrepresentingdifferentimplementa-
tionsarederivedfrom acommonbaseclass.Theidealsolution
for this polymorphismis to createabstractclassesontaining
a certainsetof virtual functions(methods}hathave to beim-
plementedby eachderived class. This function setforms the
interfaceby which the classcanbe accessedndconcealghe
differentimplementationgrom the applicationprogrammer

Managemensoftwarewill likely beacritical partof anlSP’s
network managemensystem.First, performances animpor-
tantissue.To beableto handlealargeamountof userinterac-
tionstogethermwith the resultingconfigurationcommunication
we have chosenC++ as the programminglanguageoffering
OO conceptsat high performance.But anotherissueis also
veryimportant: SinceanISPwill certainlyloosebothrevenue
and customergoodwill if its network is temporarily unavail-
ablefor rebooting(e.g. to upgradethe system)this is unde-
sireableyet normallyinevitable. An effective way to meetthis
challengeis usingdynamiccodewhich ensuresan up-to-date
systemrunningcontinously The useof dynamicC++ classes
[7] combineghe advantage®f the objectorienteddesignand
dynamiclinking to amanagemergystenthatprovidesperma-
nentavailability togetherwith the possibility to integratenew
hard-or softwarefeaturego the systemduringruntime.

The QoS managemenAPI consistsof three abstractbase
classegrepresenteth C++notationin Figure?): theRout er ,
thel nt er f ace andtheTr af fi cCondi ti oner (TC). Ad-
ditionally somedataclassesepresentinge.g. IP addressesr
flows are usedin the functions. The baseclassesrovide a
genericinterfaceto the programmelby their virtual functions.
An applicationprogrammercan build a virtual image of the
network thatis to be configuredconsistingof objectsderived
from an API-Rout er . A configurationapplicationcan send
genericconfigurationcommandgo eachRout er object. The
objectswill thentranslatethemto the hardware-specificom-
mandsthatarefinally sentto therouter

In the following subsectionsve describethe memberfunc-
tions of thosebaseclassegogetherwith the implementation-
independentlataclassesthatarenot shovn in Figure?2.

A. Data Classedor the API

The | P_Addr ess classis the parentclassproviding the
commonfunctionalitiesof IPv4 andIPv6 addressesSomeof
thosefunctionsare virtual, so that they can be redefinedby

TrafficConditioner

Router

string get_name()
strstream get_options()
int get_handle()

set_handle(int)
IP_Address query_route(IP_Address) .
. . int get_parent()
list<Flow> list_flows() .
. set_parent(int)
int add_flow(Flow,Type) . .
. int get_position()
int delete_flow(Flow) o
set_position(int)

int change_flow(Flow,ServiceLevel)

Interface

string get_name()

int add_TC(TrafficConditioner*,int,int,int)
int chg_TC(TrafficConditioner*,strstream)
int del_TC(TrafficConditioner*)

int incr_SL(int, ServiceLevel)

int decr_SL(int, ServiceLevel)

int configure(Flow, Type)

Fig. 2. Overviev of the API classes

thechild classegespeciallythe outputfunctions,providing the
dotteddecimalnotationfor IPv4 andthe colon-separatebyte
notationfor IPv6).

The Rout e classprovides a genericrouting information
subset,containingthe destinationand gatevay addresseshe
netmaskandaninterfaceidentifier Theroutingtableof areal-
world routeris mappedo alist of Rout e objectsrepresenting
theroutingtablein thegenericRout er class.

The Ser vi ceLevel classis a genericservicelevel for a
DiffServ Router It containsmainly a bandwidthvalue, that
specifiegheaverageamountof traffic of aflow. Dependingpn
the servicethatis requestedadditionalparametergor excess
bandwidthor maximumdelaycanbe specified.

The Fl ow classis the basisfor flow tables,that are lists
of Fl ow instances.The Fl ow classcontainsa 6-Tuple with
IP information (i.e. source-and destinationaddresssource-
and destinationport, protocol ID, DSCP). Note that the IP
addressesnay be wildcarded, whereasthe other parameters
are single valued. Additionally, eachFl ow has a Ser -
vi ceLevel objectfor the parametergoncerningthe traffic
profile.

B. TheRout er Class

The Rout er classprovides a set of functionsthat every
vendorof a DiffServrouterhasto provide in orderto be man-
ageableby our software. Its child classewill containall data



structuredor interfacesandtherouting-andflow tables.Those
datastructurescanbe the dataclassegpresentedn Sectionll-

A, but alsohardware- dependentlassesanbe usedaslong
asthey provide aninterfaceto the API functions.

Thesetof membeifunctionsof theRout er classcanbede-
videdinto two parts(seeFigure2): the darkmarked members
areusedfor communicatiorwith the realworld routerandits
interfacesandtheir useis restricted.Managemenapplications
canonly usetheotherfunctionsto manageherouter

Theget type()functionreturnssometypeinformationabout
therouterthatcanbeusedby theapplicationto developdevice-
specificcode.

The get name()functionreturnsthe hostnameof the router
TheIP addresss fetchedby usualDNS resole methods.

Thequeryroute(IP.Address)unctionreturnsthe P address
of the next hopfor traffic to the givendestinatioraddressThe
translationof IP addresseso a pointerto the corresponding
Rout er representationaneasilybemadeby anexternalmap.

The get RoutingBble()functionis usedto fetchtherouting
tablefrom therealworld routerit represents.

The getFlowTable() function is designedfor getting the
flow table of the router If thereis morethanone flow table
in the router, they have to be mappedto a singleone. Those
flow table containsinformation aboutthe flows that will be
handledby the DiffServimplementation. The corresponding
Fl owTabl e datatypeis alist of FI owinstancegseeabove).

The configue(Interface*,string)function is usedfor send-
ing arouterconfigurationcommando theinterfacepointedto
by the first agument. The interfacerelatedpartis heldin the
st ri ng agument. The Rout er classcan choosethe way
of communicatiorandperhapsaddthe correctpreambleo the
commandiependingntheinterfacetypeof thefirstargument.
Thisfunctionis designedo becalledby thel nt er f ace class
aftercomposinghecorrectcommandine.

The list_flows() function gives a completelist of all flows
thatareregisteredat this routet

The functions add flow(Flow Type) deleteflow(Flow),
chance flow(Flow ServicelLgel) are usedto changethe con-
tentof theroutersflow table. The Fl owdataclassis arouter
independentiow description(seesectionll-A). TheType ar
gumentof theadd_f | ow function specifieshow to configure
theroutertypefor thisflow. This parameterefersto thepartic-
ularflow only. It denotesvhethertherouteractsasaningress,
intermediateor egresgouterfor thatflow. Thosefunctionscan
alsocall thel nt er f ace memberfunctionsto addthe neces-
sarytraffic conditionersand/oradaptthe servicelevel.

C. Thel nt er f ace Class

Thel nt er f ace classis designedo representhe whole
setof network interfacesthat could be part of a router | n-
t er f ace objectsaremostlikely createdby the child classes
of the Rout er duringinitialisation. Eachl nt er f ace pro-
vides memberfunctionsthat are importantfor the QoS man-
agement:

Theget name(Jfunctionreturnsanidentifierof theinterface.
Thisidentifiercoulde.g.bethenameof theinterfacewithin the
router

The add TC(TC*,int,int,int) function addsa traffic condi-
tioner to the forwarding path of the interface. The location
within theforwardingpathis addressedly thethreeintegerpa-
rameters:eachtraffic conditionerhasits uniqueidentification
numbercalledhandl e (thefirst parameterandit is normally
attachedo someothertraffic conditioner whoseidentification
numberis givenasthe secondparametefthepar ent ). If the
conditioneris theroot of the forwardingpaththis parameters
zero.Sometraffic conditionerge.g. classifierscanhave mul-
tiple conditionersattached. This canbe indexed by the third
parametefcalledposi t i on). Theadd_TCfunctioncancre-
atethe necessaryraffic conditionertogetherwith the correct
parameterswhich can be calculatedfrom the actual service
level.

The functionsdel TC(TC*) andchg TC(TC*,stistream)are
usedto changethe forwarding path of the interface. Since
theinformationof thelocationof thetraffic conditionerwithin
theforwardingpathresidesn the conditioneritself thereis no
needfor anothemparameterThest r st r eamparameteof the
chg_TCfunctionis a genericway of settingdifferentnumbers
andtypesof parametersor differenttraffic conditioners.

Thetwo functionsincr_SL(int,Serviceleel)anddecr SL(int,
ServiceLgel) changethe overall servicelevel of a certainser
vice at this interface. They increaseor decreasehe allocated
bandwidthof the serviceandadaptthe excessbandwidthor the
delaylimits.

The configue(Flow Type)functionarrangeshe correcttraf-
fic conditionersin the forwardingpathof the interfacefor the
givenflow. Thearrangememf thetraffic conditionerslepends
on the Type parameterthat specifies,whetherthe interface
shouldbe configuredasaningressanegressor ary othertype
of interface.

D. TheTraf fi cCondi ti oner Class

TheTr af fi cCondi ti oner classrepresentshe concept
of modulesthatareusedin the forwardingpathof aninterface
in orderto performthe necessaractionsto comply with the
DiffServPerHop-Behaiours[6],[5]. For QoSmanagemerit
is not necessaryo simulatethe exactbehaiour of eachcondi-
tioner We needbut oneclassfor each‘real-world” conditioner
that knows the way how to addressts counterpar{e.g. com-
mandline syntax).How to composehetraffic conditionergo
supportacertainservicehasto beprogrammeadvithin thel n-

t er f ace class. Somecommonrulesfor boundaryandcore
routerscanbeusedto automatehe setupof DiffServrouters.

The get name()function returnsthe nameof thetraffic con-
ditioner.

Thesethandle(int) get handle() set parent(int), get parent(),
setposition(int) and get position() functionshandlethe loca-
tion parameter®f the traffic conditionerwithin the forward-
ing pathof aninterface. The set functionsare usedby the



I nt er face: : add_TC memberfunctionto specifythethree
parametersTheget functionscanbeusedby ary application.
The getoptions()functionreturnsa st r i ng that contains
thecommand-lineptionswhich have to bepassedo a config-
urationcommando setup this specialtraffic conditioner As
traffic conditionersof differenttypes may have multiple and
verydifferentparameterge.g.rateanddepthfor atokenbucket
filter or queueweightsfor a weigthedfair scheduler)t is the
mostgenericway to supportdifferenttypesof conditioners.

Notethatthereis no functionfor settingthe parametershe-
causethis canbe easilydoneby the traffic conditioners con-
structorcall. The commandine string canthenbe composed
from the constructomargumentslin orderto changethe param-
etersof alreadyexisting and installedtraffic conditionerswe
canusethel nt erface: : chg_TC() function.

We have chosenonly onebaseclassof traffic conditioners
(traffic conditioningblocksin [1]). Conceptually we could
havederiveddifferentkindsof blocksfrom thatbaseclass such
asclassifiersmetersmarkers,paclet schedulersqueuesetc),
andwe couldagainderive from a packet schedulea weighted
paclet schedulerand a priority scheduler and so on. This
would leadto aninflation of classediffering in detailsonly.
It is betterto let the applicationprogrammerchoosea suitable
setof traffic conditionerdo manageandconfiguretheunderly-
ing network.

E. TheFactoryof DynamicClasses

To ensurea commonbehaiour of differentroutertypesand
for providing a genericconfigurationinterfacethe approactof
abstrachaseclassediasbeenchosen.However, it is very im-
portant,that differentderived classesmplementingthe func-
tionality of e.g. new routertypescanbe provided without re-
compiling and even without restartingthe configurationsoft-
ware. For this purposethe API providesthreeso-calledfac-
tory maps— onefor eachabstractbaseclass. Thosefactory
mapsprovide the constructorsof all derived classesandthe
constructorganbeindexedby the classname.Encounteringa
new classnamethe maptriesto locateandopenadynamically
loadableobjectfile with that specificname. The programmer
of that file hasto ensurethatit will registeritself at the cor-
rect factory map at the time, whenthe dynamicobjectfile is
loadedby the linker. This canbe doneby instancinga proxy
classwhich performstheregistrationwithin its constructof7].
A Li nuxRout er objectcannow beinstanciatedy

Router* LR=factory_Router["LinuxRouter"];

I11. AN IMPLEMENTATION OF THE APl FOR LINUX
ROUTERS

For eachtype of hard-or softwareelement(i.e. routersand
network cardsfrom different vendorsor traffic conditioners
with differentalgorithms)thatis usedandmanageadvithin the
network, an own classderived from one of the baseclasses
must be provided, that implementsthe functionsof the API

accordingto the needsandthe functionality of the elementit
represents.This setof classeanustbe dynamic, so that the
managemenapplicationcanload themduring run-time. This
enablesusto supportnetwork elementsthatwereunknownn at
thetime whenwe werecompilingthe managemenrgoftware.

Anotherimportantissueis to specifya communicationn-
terfacebetweerthe API classesandtherouters.This depends
on an implementationspecificway to readand/orwrite cer
tain variablesof the router For exampleit canbe achieved by
SNMP message®r CLI configurationfor mary commercial
routers.

Using the dynamic classesthe applicationprogrammeris
now ableto constructalogicalimageof the network heintends
to manageby his application. All managements then per
formedby callingthe API functions.Thosecallsarethentrans-
lated to hardware/ implementationdependenfunction calls
andafterwardssentto theindividual network elements.

A. API Child Classedor a Linux Router

Figure 3 illustrateshow the API classesare usedto derive
classedor modellinga Linux DiffServRouter sothatthe ap-
plication canuseit and communicatewith it. Eachof those
child-classesnustimplementthe API functionsin ahardware-
specificway. The genericdataclasseqseeSectionll-A) can
be usedto modeltheimportantpartsof arouter(e.g. therout-
ing table theflow tableor someinformationaboutthe network
interfaces)in a way suitablefor the API. Using the commu-
nicationinterfaceto connectto its hardware- counterpartthe
child classcanexecutethe necessargommandsandfetchand
filter the desiredinformation, so that the genericdataclasses
canbeinitialized.
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Fig. 3. An applicationexamplefor theabstractAPI classes

B. TheCommunicationnterfacefor Linux Routes

The communicationnterfacefor the Linux routeris based
on RPCcalls,becaus¢he RPCAPI providesusefulfunctions



like broadcastalls, callbackfunctions,authenticatioranden-
cryption. Sinceit is intendedo enablea network administrator
to setup, configureand monitor the QoS supportof his net-
work just ashewould sit in front of eachrouter’s console we
haveto provide agenericwayto sendconfigurationcommands
to a router Thosecommandswill be createdby the classes
representinghe partsof the routerthat have to be configured.
Sowe ensure thateachnew network interfaceor traffic con-
ditioner canbe configuredin a device-specifioway. The com-
mandlines will not be parsedbut simply be executedby the
RPCsener.

This shell-relatedpart can be usedto send configuration
commandso therouter, but it is not suitableto transportarge
amountsof data(e.g.routingtables).Fortunatelythis happens
only duringtheinitialisation phaseandis notlikely to change,
asit is the casefor e.qg. traffic conditioners.Thereforea sepa-
ratesetof RPCcallsis providedfor initializing the class’data
members. The third part of the RPC calls is usedfor adwer-
tising andsolicitationmessagesThosefunctionscanbe used
by anapplicationto detectthe routersby broadcastalls,sono
knowledgeaboutthe topologyis required.

Figure4 shavs the RPCfunctionsof the seneratthe Linux
DiffServ router Of courseeachblock can be arbitrarily ex-
tendedf new functionalityis required.

QoS Management RPC Server

Initialisation iCommand Interpreter§ Autoconfinguration

. reply()
+ solicit()

get_RoutingTable()
get_FlowTable()

init_FT(list<Flow>)

execute(string)

Fig.4. TheRPCsenerattheLinux DiffServRouter

IV. AN APPLICATION EXAMPLE

A possibleapplicationscenarids shovn in Figure5.
1. Theapplicationsendsabroadcastall to all RPCsenerson
the network duringinitialisation.
2. EachRPCseneranswerghebroadcastall by invoking its
repl y() function. Now someinformationabouteachrouter
is sentbackto the application(e.g. the hostnameroutertype,

)

3. Theapplicationcreatesa Rout er objectof the according

typefor eachreply.

4. Eachrouter objectinvokes the get _Rout i ngTabl e()

function and fetchesthe routing information available at the

correspondingouter

5. Accordingto the information of the routing table several

I nt er f ace objectsarecreatedandattachedo eachroutet
Now thelSP’s network is mappedo alogicalimagerunning

within amanagemerdpplicationon aremoteworkstation(see

Figureb). Thisimageconsistof severalobjectsof derivedAPI
classesTheadministratoconfigureghislogicalimagevia the
API functionsusing for examplesomekind of command-line
or HTML interface. Thosecommandsrein turn translatedo
RPCcallsto thesenersrunningon eachLinux Router

Administrator

configuration
commands

Application
using API classes

x RPC calls

RPC

RPC

RPC

Routers &
RPC Server

RPC RPC

Fig.5. A typical applicationscenario

V. CONCLUSION

We proposedandimplementedanobjectorientedQuality of
ServiceManagemengystemthatis independenof therouter
hard-andsoftware. A heterogenousetwork canbe managed
by building a homogenouwirtual network consistingof in-
stanceof the Rout er class. We alsoimplementeda sample
configuration-applicatiothatusesderivedAPI classesdapted
to ourimplementatiorof aLinux DiffServrouter An enhanced
versionof sucha configuratiory brokeringsoftwareis subject
of futurework.
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