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Abstract— The Differentiated Services approach to QoS in the Inter -
net posesnew challangeson the configuration and service provisioning
side. The approach relies on an entity often refered to as a Bandwidth
Broker. It configures the network elementsso that guaranteednetwork-
ing servicesare provided to customers. However, the DiffServ capabale
routershavea largevariety of hardwareconfigurationsand different con-
figuration interfaces (e.g. SNMP, CORBA, CLI). Therefore, we propose
in this paper a QoS managementAPI which is usedby Bandwidth Bro-
ker implementations in order to configure the underlying routers. In our
prototype we implemented a proprietary configuration interface to our
Linux-basedDiffServ router implementation.

I . INTRODUCTION

An importanttask for an ISP offering guaranteedservices
by usingtheDifferentiatedServices(Dif fServ)approachto its
customersis to configuretheroutersof its networkaccordingto
thecustomers’requirements.Thenegotiationof technicalser-
viceparametersbetweenthecustomerandtheISP, alsocalleda
ServiceLevelSpecification(SLS),containsadescriptionof the
end-to-endQuality of Servicethecustomerexpectsto bepro-
vided (evenby routersthat arenot in the domainof the ISP).
Theresultingamountof configurationto own routersandcom-
municationto foreign networks is normally performedby an
entity calleda BandwithBroker (BB).

In Figure1 we show anexampleof a userrequestinga cer-
tain servicefor a connectionacrosstwo ISP’s networks by
sendingaSLSto thefirst BandwidthBroker. Thisbroker inter-
pretstheSLSin its managementsectionandformsaSLSto be
forwardedto the neighbouringBB anda Traffic Conditioning
Specification(TCS) for its own network. This TCS contains
information abouthow eachrouter hasto be configured(on
an abstractlevel) and will be forwardedto the configuration
softwarethat is ableto createthecorrespondingconfiguration
commandsfor eachinvolvedrouter.

A genericQoSmanagementAPI is thescopeof thispaper. A
bandwidthbrokermayusetheAPI to configuredifferenttypes
of routerswithin its own domain. It will be an interfacebe-
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Fig. 1. Exampleof ageneralmulti-broker scenario

tweenthemanagementsoftware,which is notawareof thedif-
ferenttypesof routerswithin the underlyingnetwork andthe
configurationsoftware,that is speciallydesignedto optimally
supporteachroutertype. Theroutersmaydiffer in their capa-
bilities or configurationinterfaces.Themainfocusof thiswork
is on the independenceof theAPI from routerhard-andsoft-
wareandon aneasyextensibility to any kind of new routers.

It is not intendedto proposeany brokering algorithm or
broker-to-broker communicationinterface, since this can be
foundelsewhere[4]. Nevertheless,we will show a broker ap-
plicationscenarioasafirst applicationof thedevelopedAPI to
theDiffServimplementationdevelopedatour institute[3], [2].

This paperis organizedas follows: in SectionII we intro-



ducethe designof the API andbriefly describeeachfunction
seperately. Next, in SectionIII, weshow how theabstractcon-
cept of the API can be appliedto a real-world network con-
sistingof Linux Routers. In SectionIV we presenta sample
applicationusingour API. A shortconclusionis given at the
endof thedocument.

I I . DESIGN OF THE QOS MANAGEMENT API

The independenceof the API from routerhardwareor im-
plementationdetailsis bestachieved usingan objectoriented
designwhere the objectsrepresentingdifferent implementa-
tionsarederivedfrom acommonbaseclass.Theidealsolution
for this polymorphismis to createabstractclassescontaining
a certainsetof virtual functions(methods)thathave to beim-
plementedby eachderived class. This function setforms the
interfaceby which theclasscanbeaccessedandconcealsthe
differentimplementationsfrom theapplicationprogrammer.

Managementsoftwarewill likelybeacriticalpartof anISP’s
network managementsystem.First, performanceis an impor-
tantissue.To beableto handlea largeamountof userinterac-
tions togetherwith theresultingconfigurationcommunication
we have chosenC++ as the programminglanguageoffering
OO conceptsat high performance.But anotherissueis also
very important:SinceanISPwill certainlyloosebothrevenue
and customergoodwill if its network is temporarilyunavail-
able for rebooting(e.g. to upgradethe system)this is unde-
sireableyet normally inevitable.An effectiveway to meetthis
challengeis usingdynamiccodewhich ensuresan up-to-date
systemrunningcontinously. Theuseof dynamicC++ classes
[7] combinestheadvantagesof theobjectorienteddesignand
dynamiclinking to amanagementsystemthatprovidesperma-
nentavailability togetherwith the possibility to integratenew
hard-or softwarefeaturesto thesystemduringruntime.

The QoS managementAPI consistsof threeabstractbase
classes(representedin C++notationin Figure2): theRouter,
theInterface andtheTrafficConditioner (TC). Ad-
ditionally somedataclassesrepresentinge.g. IP addressesor
flows are usedin the functions. The baseclassesprovide a
genericinterfaceto theprogrammerby their virtual functions.
An applicationprogrammercan build a virtual imageof the
network that is to be configuredconsistingof objectsderived
from an API-Router. A configurationapplicationcansend
genericconfigurationcommandsto eachRouter object.The
objectswill thentranslatethemto thehardware-specificcom-
mandsthatarefinally sentto therouter.

In the following subsectionswe describethe memberfunc-
tions of thosebaseclassestogetherwith the implementation-
independentdataclasses,thatarenot shown in Figure2.

A. Data Classesfor theAPI

The IP Address classis the parentclassproviding the
commonfunctionalitiesof IPv4 andIPv6 addresses.Someof
thosefunctionsare virtual, so that they can be redefinedby
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Fig. 2. Overview of theAPI classes

thechild classes(especiallytheoutputfunctions,providing the
dotteddecimalnotationfor IPv4 andthecolon-separatedbyte
notationfor IPv6).

The Route classprovides a generic routing information
subset,containingthe destinationandgateway addresses,the
netmaskandaninterfaceidentifier. Theroutingtableof a real-
world routeris mappedto alist of Route objects,representing
theroutingtablein thegenericRouter class.

TheServiceLevel classis a genericservicelevel for a
DiffServ Router. It containsmainly a bandwidthvalue, that
specifiestheaverageamountof traffic of aflow. Dependingon
the servicethat is requested,additionalparametersfor excess
bandwidthor maximumdelaycanbespecified.

The Flow classis the basisfor flow tables,that are lists
of Flow instances.TheFlow classcontainsa 6-Tuple with
IP information (i.e. source-anddestinationaddress,source-
and destinationport, protocol ID, DSCP). Note that the IP
addressesmay be wildcarded,whereasthe other parameters
are single valued. Additionally, each Flow has a Ser-
viceLevel object for the parametersconcerningthe traffic
profile.

B. TheRouter Class

The Router classprovides a set of functions that every
vendorof a DiffServrouterhasto provide in orderto beman-
ageableby our software. Its child classeswill containall data



structuresfor interfacesandtherouting-andflow tables.Those
datastructurescanbethedataclassespresentedin SectionII-
A, but alsohardware- dependentclassescanbe usedaslong
asthey provideaninterfaceto theAPI functions.

Thesetof memberfunctionsof theRouter classcanbede-
videdinto two parts(seeFigure2): thedarkmarkedmembers
areusedfor communicationwith the realworld routerandits
interfacesandtheir useis restricted.Managementapplications
canonly usetheotherfunctionsto managetherouter.

Theget type()functionreturnssometypeinformationabout
therouterthatcanbeusedby theapplicationto developdevice-
specificcode.

Theget name()functionreturnsthehostnameof therouter.
TheIP addressis fetchedby usualDNS resolvemethods.

Thequery route(IP Address)functionreturnstheIP address
of thenext hopfor traffic to thegivendestinationaddress.The
translationof IP addressesto a pointer to the corresponding
Router representationcaneasilybemadeby anexternalmap.

Theget RoutingTable()functionis usedto fetchtherouting
tablefrom therealworld routerit represents.

The get FlowTable() function is designedfor getting the
flow tableof the router. If thereis more thanoneflow table
in the router, they have to be mappedto a singleone. Those
flow table containsinformation about the flows that will be
handledby the DiffServ implementation.The corresponding
FlowTable datatypeis a list of Flow instances(seeabove).

The configure(Interface*,string)function is usedfor send-
ing a routerconfigurationcommandto theinterfacepointedto
by thefirst argument.The interfacerelatedpart is held in the
string argument. The Router classcan choosethe way
of communicationandperhapsaddthecorrectpreambleto the
commanddependingontheinterfacetypeof thefirst argument.
Thisfunctionis designedto becalledby theInterface class
aftercomposingthecorrectcommandline.

The list flows() function gives a completelist of all flows
thatareregisteredat this router.

The functions add flow(Flow, Type), deleteflow(Flow),
change flow(Flow, ServiceLevel) areusedto changethe con-
tentof therouter’sflow table.TheFlow dataclassis a router-
independentflow description(seesectionII-A). TheType ar-
gumentof theadd flow functionspecifieshow to configure
theroutertypefor thisflow. Thisparameterrefersto thepartic-
ular flow only. It denoteswhethertherouteractsasaningress,
intermediateor egressrouterfor thatflow. Thosefunctionscan
alsocall theInterface memberfunctionsto addtheneces-
sarytraffic conditionersand/oradapttheservicelevel.

C. TheInterface Class

TheInterface classis designedto representthe whole
setof network interfacesthat could be part of a router. In-
terface objectsaremostlikely createdby thechild classes
of theRouter during initialisation. EachInterface pro-
videsmemberfunctionsthat are importantfor the QoSman-
agement:

Theget name()functionreturnsanidentifierof theinterface.
Thisidentifiercoulde.g.bethenameof theinterfacewithin the
router.

The add TC(TC*,int,int,int) function addsa traffic condi-
tioner to the forwarding path of the interface. The location
within theforwardingpathis addressedby thethreeintegerpa-
rameters:eachtraffic conditionerhasits uniqueidentification
numbercalledhandle (thefirst parameter)andit is normally
attachedto someothertraffic conditioner, whoseidentification
numberis givenasthesecondparameter(theparent). If the
conditioneris theroot of theforwardingpaththis parameteris
zero.Sometraffic conditioners(e.g.classifiers)canhavemul-
tiple conditionersattached.This canbe indexed by the third
parameter(calledposition). Theadd TC functioncancre-
ate the necessarytraffic conditionertogetherwith the correct
parameters,which can be calculatedfrom the actualservice
level.

The functionsdel TC(TC*) andchg TC(TC*,strstream)are
usedto changethe forwarding path of the interface. Since
theinformationof thelocationof thetraffic conditionerwithin
theforwardingpathresidesin theconditioneritself thereis no
needfor anotherparameter. Thestrstream parameterof the
chg TC functionis a genericwayof settingdifferentnumbers
andtypesof parametersfor differenttraffic conditioners.

Thetwo functionsincr SL(int,ServiceLevel)anddecr SL(int,
ServiceLevel) changetheoverall servicelevel of a certainser-
vice at this interface. They increaseor decreasethe allocated
bandwidthof theserviceandadapttheexcessbandwidthor the
delaylimits.

Theconfigure(Flow,Type)functionarrangesthecorrecttraf-
fic conditionersin the forwardingpathof the interfacefor the
givenflow. Thearrangementof thetraffic conditionersdepends
on the Type parameter, that specifies,whetherthe interface
shouldbeconfiguredasaningress,anegressor any othertype
of interface.

D. TheTrafficConditioner Class

TheTrafficConditioner classrepresentstheconcept
of modulesthatareusedin theforwardingpathof aninterface
in order to performthe necessaryactionsto comply with the
DiffServPer-Hop-Behaviours[6],[5]. For QoSmanagementit
is not necessaryto simulatetheexactbehaviour of eachcondi-
tioner. Weneedbut oneclassfor each“real-world” conditioner
that knows the way how to addressits counterpart(e.g. com-
mandline syntax).How to composethetraffic conditionersto
supportacertainservicehasto beprogrammedwithin theIn-
terface class. Somecommonrulesfor boundaryandcore
routerscanbeusedto automatethesetupof DiffServrouters.

Theget name()functionreturnsthenameof thetraffic con-
ditioner.

Theset handle(int),get handle(),setparent(int), get parent(),
setposition(int)andget position() functionshandlethe loca-
tion parametersof the traffic conditionerwithin the forward-
ing pathof an interface. The set functionsareusedby the



Interface::add TC memberfunctionto specifythethree
parameters.Theget functionscanbeusedby any application.

The get options()function returnsa string that contains
thecommand-lineoptionswhichhaveto bepassedto aconfig-
urationcommandto setup this specialtraffic conditioner. As
traffic conditionersof different typesmay have multiple and
verydifferentparameters(e.g.rateanddepthfor atokenbucket
filter or queueweightsfor a weigthedfair scheduler)it is the
mostgenericway to supportdifferenttypesof conditioners.

Notethatthereis no functionfor settingtheparameters,be-
causethis canbe easilydoneby the traffic conditioner’s con-
structorcall. The commandline stringcanthenbecomposed
from theconstructorarguments.In orderto changetheparam-
etersof alreadyexisting and installedtraffic conditionerswe
canusetheInterface::chg TC() function.

We have chosenonly onebaseclassof traffic conditioners
(traffic conditioningblocks in [1]). Conceptually, we could
havederiveddifferentkindsof blocksfromthatbaseclass,such
asclassifiers,meters,markers,packet schedulers,queuesetc),
andwe couldagainderive from a packetschedulera weighted
packet schedulerand a priority scheduler, and so on. This
would leadto an inflation of classesdiffering in detailsonly.
It is betterto let theapplicationprogrammerchoosea suitable
setof traffic conditionersto manageandconfiguretheunderly-
ing network.

E. TheFactoryof DynamicClasses

To ensurea commonbehaviour of differentroutertypesand
for providing a genericconfigurationinterfacetheapproachof
abstractbaseclasseshasbeenchosen.However, it is very im-
portant,that differentderived classesimplementingthe func-
tionality of e.g. new routertypescanbe providedwithout re-
compiling andeven without restartingthe configurationsoft-
ware. For this purpose,the API providesthreeso-calledfac-
tory maps— onefor eachabstractbaseclass. Thosefactory
mapsprovide the constructorsof all derived classes,and the
constructorscanbeindexedby theclassname.Encounteringa
new classnamethemaptriesto locateandopenadynamically
loadableobjectfile with that specificname.The programmer
of that file hasto ensurethat it will register itself at the cor-
rect factorymapat the time, whenthe dynamicobjectfile is
loadedby the linker. This canbe doneby instancinga proxy
classwhichperformstheregistrationwithin its constructor[7].
A LinuxRouter objectcannow beinstanciatedby

Router* LR=factory_Router["LinuxRouter"];

I I I . AN IMPLEMENTATION OF THE API FOR L INUX

ROUTERS

For eachtypeof hard-or softwareelement(i.e. routersand
network cardsfrom different vendorsor traffic conditioners
with differentalgorithms)that is usedandmanagedwithin the
network, an own classderived from one of the baseclasses
must be provided, that implementsthe functionsof the API

accordingto the needsandthe functionality of the elementit
represents.This set of classesmust be dynamic,so that the
managementapplicationcanload themduring run-time. This
enablesusto supportnetwork elements,thatwereunknown at
thetimewhenwewerecompilingthemanagementsoftware.

Another importantissueis to specifya communicationin-
terfacebetweentheAPI classesandtherouters.This depends
on an implementationspecificway to readand/orwrite cer-
tain variablesof therouter. For exampleit canbeachievedby
SNMP messagesor CLI configurationfor many commercial
routers.

Using the dynamicclassesthe applicationprogrammeris
now ableto constructa logical imageof thenetwork heintends
to manageby his application. All managementis then per-
formedby callingtheAPI functions.Thosecallsarethentrans-
lated to hardware / implementationdependentfunction calls
andafterwardssentto theindividualnetwork elements.

A. API Child Classesfor a LinuxRouter

Figure3 illustrateshow the API classesareusedto derive
classesfor modellinga Linux DiffServRouter, so that theap-
plication canuseit andcommunicatewith it. Eachof those
child-classesmustimplementtheAPI functionsin ahardware-
specificway. The genericdataclasses(seeSectionII-A) can
beusedto modeltheimportantpartsof a router(e.g. therout-
ing table,theflow tableor someinformationaboutthenetwork
interfaces)in a way suitablefor the API. Using the commu-
nicationinterfaceto connectto its hardware- counterpart,the
child classcanexecutethenecessarycommandsandfetchand
filter the desiredinformation,so that the genericdataclasses
canbeinitialized.
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Fig. 3. An applicationexamplefor theabstractAPI classes

B. TheCommunicationInterfacefor LinuxRouters

The communicationinterfacefor the Linux router is based
on RPCcalls,becausetheRPCAPI providesusefulfunctions



like broadcastcalls,callbackfunctions,authenticationanden-
cryption.Sinceit is intendedto enableanetwork administrator
to setup, configureandmonitor the QoSsupportof his net-
work just ashewould sit in front of eachrouter’s console,we
haveto provideagenericwayto sendconfigurationcommands
to a router. Thosecommandswill be createdby the classes
representingthepartsof therouterthathave to beconfigured.
So we ensure,that eachnew network interfaceor traffic con-
ditionercanbeconfiguredin a device-specificway. Thecom-
mandlines will not be parsedbut simply be executedby the
RPCserver.

This shell-relatedpart can be usedto sendconfiguration
commandsto therouter, but it is not suitableto transportlarge
amountsof data(e.g.routingtables).Fortunately, thishappens
only duringtheinitialisationphaseandis not likely to change,
asit is thecasefor e.g. traffic conditioners.Therefore,a sepa-
ratesetof RPCcalls is providedfor initializing theclass’data
members.The third part of the RPCcalls is usedfor adver-
tising andsolicitationmessages.Thosefunctionscanbe used
by anapplicationto detecttheroutersby broadcastcalls,sono
knowledgeaboutthetopologyis required.

Figure4 shows theRPCfunctionsof theserverat theLinux
DiffServ router. Of courseeachblock can be arbitrarily ex-
tendedif new functionalityis required.

get_RoutingTable() reply()

QoS Management RPC Server

execute(string)
solicit()

init_FT(list<Flow>)

get_FlowTable()

Command Interpreter AutoconfingurationInitialisation

Fig. 4. TheRPCserver at theLinux DiffServRouter

IV. AN APPLICATION EXAMPLE

A possibleapplicationscenariois shown in Figure5.
1. Theapplicationsendsabroadcastcall to all RPCserverson
thenetwork duringinitialisation.
2. EachRPCserveranswersthebroadcastcall by invoking its
reply() function. Now someinformationabouteachrouter
is sentbackto theapplication(e.g. thehostname,routertype,
...).
3. The applicationcreatesa Router objectof the according
typefor eachreply.
4. Each router object invokes the get RoutingTable()
function and fetchesthe routing information available at the
correspondingrouter.
5. According to the information of the routing table several
Interface objectsarecreatedandattachedto eachrouter.

Now theISP’snetwork is mappedto alogical imagerunning
within amanagementapplicationonaremoteworkstation(see

Figure5). Thisimageconsistsof severalobjectsof derivedAPI
classes.Theadministratorconfiguresthis logical imagevia the
API functionsusingfor examplesomekind of command-line
or HTML interface.Thosecommandsarein turn translatedto
RPCcallsto theserversrunningon eachLinux Router.
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Fig. 5. A typicalapplicationscenario

V. CONCLUSION

WeproposedandimplementedanobjectorientedQualityof
ServiceManagementSystem,that is independentof therouter
hard-andsoftware. A heterogenousnetwork canbemanaged
by building a homogenousvirtual network consistingof in-
stancesof theRouter class.We alsoimplementeda sample
configuration-applicationthatusesderivedAPI classesadapted
to ourimplementationof aLinux DiffServrouter. An enhanced
versionof sucha configuration/ brokeringsoftwareis subject
of futurework.
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