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crypto ipsec transform-set esp-encryption esp-des 
crypto ipsec transform-set ah-sha-hmac ah-sha-hmac 

130.92.70.102

crypto ipsec transform-set ah-md5-hmac ah-md5-hmac 
crypto ipsec transform-set ah-md5-hmacANDesp-des ah-md5-hmac esp-des 

crypto isakmp key GENEVA-BERN address 129.194.90.20  

crypto isakmp policy 1

 lifetime 500
 authentication pre-share
 hash md5

(b)

(a)

(c)

access-list 140 permit ip  host 172.17.0.102 host 172.18.0.100
access-list 150 permit ip  host 130.92.70.101 host 129.194.90.20

 ip address 130.92.70.102 255.255.0.0

 crypto map genbern
 traffic-shape group 150 1000000 100000 100000 1000
 no ip directed-broadcast

interface FastEthernet0/0

 crypto map genbern 160 ipsec-isakmp  
 set peer 129.194.90.20

 match address 140
 set transform-set ah-md5-hmacANDesp-des 

172.18.0.100172.17.0.102

172.17.0.103

172.18.0.0172.17.0.0

129.194.90.20

172.18.0.0

172.18.0.100172.17.0.102

172.17.0.0

129.194.90.20130.92.70.102
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access-list  140   permit    ip    host 172.17.0.103    host 172.18.0.100

source: host 172.17.0.103
Dest : host 172.18.0.100

Traffic Type: ip
Traffic Action:  permit
ACL Number: 140

Access-List

OR

hook

ring

(a)

(c) (b)
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esp-desah-md5-hmac

crypto ipsec transform-set

ah-md5-hmacANDesp-des

GENEVA-BERN

element 4 element 2

 set transform-set ah-md5-hmacANDesp-des 
 match address 140

 set peer 129.194.90.20

 crypto ipsec transform-set ah-md5-hmacANDesp-des ah-md5-hmac esp-des

access-list 140 permit ip  host 172.17.0.103 host 172.18.0.100

140

access-list

permit

ip

host 172.17.0.103

host 172.18.0.103

crypto map genbern 160 ipsec-isakmp  

crypto map ipsec-isakmp

address 
match 

transform-set
set 

genbern

peer
set

160

crypto isakmp key

129.194.90.20
address 

 crypto isakmp key GENEVA-BERN address 129.194.90.201

2

3

4

element 1 element 3
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/* searching for all ACL Numbers */ 

  if (acl == re.end()) {
  regx::iterator acl = re.find_n(ConfigFile);
  regx re("access-list (\\d+) .*");    

int StartACL = 100;
return StartACL;

  }

  } 
  /* Searching for the Maximum ACL Number. *it is the highest
     number, so return (*it +1) to be used as the next ACL. */

  /* Vector V would contain all the ACL Numbers */ 
  vector <int> V;
  int c=0;

    c=c+1;

  vector<int>::const_iterator it = max_element(V.begin(), V.end());
  return (*it+1);

  for (regx::iterator i = re.begin(); i != re.end(); i++) {
    if (1&c) V.push_back(atoi(re[c].c_str()));

  string source = "172.17.0.103";
  string dest= "172.18.0.100";
  string peeripaddr ="129.194.90.20";
  string AH_authentication="ah-md5-hmac";
  string ESP_encryption="esp-des";

(b)(a)

     encryption parameters. */
     tunnel and the rest are ipsec tunnel authentication and 
     tunneled. ’peeridaddr’ is the remote crypto endpoint for the 
/* setting the values of source, dest address that would be 

  /* setting the regular expression search string */

/* send this configuration line down to the router */ 

  /* if match found re[1] contains traffic access list number.
     Just generate the ACL config line and that’s enough for
     tunnel configuration */

  string ipsectransformset=AH_authentication;
  ipsectransformset +="AND";
  ipsectransformset +=ESP_encryption;
  string searchstr;

    searchstr += ".*set peer "+peeripaddr+".*\n"; 
    searchstr += ".*set transform-set "+ipsectransformset+".*\n";
    searchstr += ".*match address (\\d+).*"; 

  ConfigRouter(configline);

  configline += dest;
  configline += " host ";
  configline += source;
  configline += " permit ip host ";

  configline = "access-list ";
  string configline;

  configline += re[1];

/* searching in configuration space for a similar tunnel. */
ConfigFile contains complete configuration information */

    No match found. Code to proceed as usual.    ....

  regx re(searchstr); 

  } 

  if (ipsec == re.end()) {

  regx::iterator ipsec = re.find(ConfigFile);

    searchstr  = "crypto map genbern \\d+ ipsec-isakmp.*\n"; 
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