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Abstract. Currently two main approaches exist to realize Quality of
Services in the Internet. While Integrated Services are based end to end
sessions, Differentiated Services focus on traffic aggregates. Additionally,
architectures on higher levels like Bandwidth Brokers are developed. All
these concepts have their pros and cons and a seamless interaction is
desirable but complex because of the heterogeneousness and dynamics
of the Internet. To cope with these problems an approach based on Ac-
tive Networks is proposed. This paper presents an approach of using
Active Networking technology to combine the two main resource reser-
vation techniques Integrated and Differentiated Services and describes a
prototype implementation for evaluation purposes.

1 Introduction

There is an ongoing discussion about realising Quality of Services in the Internet.
One approach to achieve this was the development of Integrated Services based
on the Resource Reservation Setup Protocol. This protocol is based on the idea
of resource reservation for single TCP or UDP flow, causing every RSVP capable
router to store information about this flow, allocating resources, initiating traffic
control components or queueing systems. Even if this works fine in small and
medium sized networks, it cannot scale in Internet backbones. On the other hand,
RSVP is really able to guarantee bandwidth and delay on a per flow basis, fitting
the needs of modern real time applications.

The alternative concept for a Quality of Service supporting Internet are so called
Differentiated Services [Nic98], [BBC*98]. The basic idea is the implementation
of different traffic classes in the Internet. The differentiation among these classes
is done by the Differentiated Service Code Point (DSCP) in the ToS byte of IP
packets. According to the DSCP a packet will be put to queues with different
priority or dropping algorithms (e.g. see [HBWW99]) causing different packet
forwarding. Every DS capable host or network may apply — according to his
Service Level Agreement (SLA)- certain types of service to the packet leaving
his domain. It is obvious that the performance of Differentiated Services depends
crucially on a good network provisioning, that can be provided in the backbone.
Beneath these two concepts Internet Service Providers (ISPs) may use own meth-
ods for traffic engineering. To cope with the dynamics arising of the necessary



reservation mappings the benefits of distributed systems are obvious. In the
following section we will present concepts for the mapping and interaction of
different reservation techniques, while we focus on a flexible approach for the
evaluation of such or similar mobile agent systems in large networks.

2 Active Networking for QoS Support in the Internet

The use of mobile agents seems a promising approach for the management of
reservation mapping in large networks. In this section we will present the prob-
lems arising by the use of different reservation methods and propose an agent
based architecture to cope with these.

2.1 Reservation Domains and ISP Service Mapping

Obviously the points of interest for mapping of resource reservations are the bor-
ders of regions supporting or favouring different reservation protocols. This is not
necessarily the entire network of an ISP. Even within an ISP it might make sense
to provide several areas with different supported reservation methods. Because of
this we will not refer to an ISP’s network but to a so called Reservation Domain
(RD), representing a certain topology regarding reservation protocols or admin-
istration. Unfortunately, there are some general problems with the mapping of
resource reservations to other types or reservation concepts.

— The borders of the reservation domains may change. Most probably they will
be located at the border routers of an ISP, but of course no ISP is forced
to provide an homogeneous network working with one type of service all
over his topology. So an ISP may include several reservation domains (RD)
each providing a different resource reservation method. He may offer his
customers RSVP in the access networks, but preferring to use Differentiated
Service in the backbone because of scalability or allowing only certain users
to use specific reservation methods.

— The path of the packets may depend on the desired Quality of Service.
But also this routing may not be stable, but requiring a dynamic allocation
of paths at the transition points between two RDs depending on current
load and available bandwidth. Also the costs of data transport may play an
important role. A provider may also establish such transition points within
his network to achieve better load sharing.

— Because of the desired traffic aggregation it is desired to aggregate multiple
flow to one large reservation. These aggregate reservations should have a
lifetime as long as possible to minimize management overhead.

— Information about the amount and type of requested resources might get lost
during mapping, because of incompatibilities in traffic specifications. So as
few mappings as possible should be applied to a flow or aggregate during it’s
transport over several RDs. RSVP uses for example a detailed description
of a single reservation, while Differentiated Services only acts on aggregates.



So information about a specific flow may get lost, when mapping RSVP to
Differentiated Services.

Figure 1 shows two ISPs with their interior routers (black) and the border routers
(white). Typically the used reservation method changes at the border router of
an ISP, so a reservation for a flow forwarded from ISP A to ISP B might have to
be mapped at the border routers (white). As already mentioned one problem at
this point is, that there are no really established standards for the description
of a reservation, being compatible between the different concepts of resource
reservation. RSVP uses for example a quite detailed flow specification flowgpec
[Wro97]

flowspec = {Ta bapa m, M}

with the token bucket Rate r, the token bucket size b, the peak data rate p, the
minimum policed unit m and the maximum packet size M.

Fig. 1. Two ISPs as RDs with their border routers (white)

Unfortunately the Differentiated Services framework does not describe services as
detailed as RSVP. Services are defined by a so called per hop behaviour (PHB). A
PHB describes how a packet has to be treated during forwarding, e.g. which kinds
of queueing strategies have to be applied. The actual proposed standards include
mainly PHBs for a minimum delay guaranteed bandwidth for the realisation of a
leased line like services called Expedited Forwarding (EF) ([JNP99] and several
classes for flows with multiple drop precedences called Assured Forwarding (AF)
[HBWW99]. Furthermore, these proposals do not have to be realised by each ISP,
even the DSCP values for the same service may change from ISP to ISP. So at
the border of an Reservation Domain (RD) several mappings may be necessary.
Obviously the RSVP to DiffServ mapping is one of the most popular cases
[BBBGO00]. Because of scalability issues an ISP will be interested in mapping
RSVP reservation to Differentiated Services decreasing the load of his backbone



routers. Because the realisation of Differentiated Services may differ between two
ISPs also a mapping of the DSCPs might be necessary.

2.2 Mobile Agents and Service Mapping

The translation of a resource reservation type at the border of a Reservation
Domain (RD) faces some problems.

— A RD may depend on the type of an incoming reservation. So a RSVP to
DS conversion might be desirable at an ISP’s border router to prevent his
backbone routers of the RSVP processing load, while a mapping to Differ-
entiated Services is necessary when entering the ISP’s backbone using some
specific reservation scheme (see also [TH98]).

— Certain reservation mapping methods require a specific setup of a router pair.
So, a cooperation of two routers is necessary to setup a tunnel through an
ISPs network (e.g. aggregated RSVP [GBH97]). Especially in large networks
it might not be reasonable to manage these setups centrally, but leave it to
the endpoints to cooperate.

— A new mapping may require a configuration of intermediate routers as a
setup of certain queueing disciplines. A central approach would have to de-
termine the path causing a lot of management overhead, while an ingress
router may simply launch a capsule to the egress point configuring the de-
vices on it’s way through the network, reducing management overhead.

— The mapping components have to access policing information for specific
flows. It would be desirable to store the information as close as possible to
the agent.

These reasons make the benefits of distributed solutions such as provided by
Active Networking obvious. In the following we will describe an architecture for
the mapping of resource reservation over several Reservation Domains.

One of the big advantages mobile code can provide is it’s self organizing ca-
pability. This feature allows to create programs being transmitted through the
network, settling at places of interest and performing specific actions there.
Once injected into the network capsules establish agents by searching the net-
work for significant differences in reservation handling between two neighbouring
nodes or administrative regions, respectively.

Once an agent is established it listens to traffic being transmitted to his RD, to
be able to react on incoming reservation requests. (see figure 2). The network
inside such a domain can be assumed to be somewhat homogeneous concerning
the available resource reservation methods.

DiffServ to DiffServ Mapping After the injection of capsules, agents oc-
cupy the entry points of the homogeneous reservation domain. Each router is
configured to announce every DS packet to the agent. The agent will determine
an appropriate mapping for the packet, reconfigures the local router to do the
proper mapping and forwards a capsule along the packet’s path through the



Fig. 2. Reservation Domains with Agents located at the RD borders

reservation domain in order to configure appropriate scheduling mechanisms in
each router (see [BB00]). At the egress point of the RD another agent will check,
whether another DSCP translation is necessary to meet the needs of the next
RD (see section 2.3). There are several methods the agent can decide how to
map DSCPs.

encoding: The proper mapping scheme is encoded in the agent itself, requiring
an update of agents, when DSCPs are changed.

policy server: The agent might ask a central instance (e.g. a policy server)
to determine a proper mapping. The agents then have to cache information
about DSCP mappings to minimize the communication overhead.

negotiation: The probably most favourable way would be a negotiation be-
tween neighboured agents about the most appropriate mapping scheme. To
achieve this the agents need some knowledge about the PHBs behind the
DSCPs and methods to determine corresponding PHBs.

Once a mapping and the schedulers are installed, each succeeding packet with
the same DSCP can be handled properly without additional overload. The setup
of the DSCP mapping and the queueing may have some lifetime, so after a
certain idle period the queueing system and translation units may be removed
automatically. Whether it makes sense to use mobile code for the realisation of
special queuing components has to be evaluated. If only preconfigured service
classes will be used the agents only have to reconfigure the DSCP mapping.
As it will be described in the next subsection it might also make sense to setup
tunnels between the ingress and egress points of an RD. Even when the mapping
of certain DSCPs between ingress and egress points does not have advantages
regarding scalability, it simplifies the setup of queuing components significantly.

RSVP to DiffServ Mapping A more complex task than the support of
different DSCPs is the RSVP-based QoS support. RSVP is based on an end to
end scheme, so the RSVP messages used for the setup of an reservation have to
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Fig. 3. RSVP Message Flow

be transported through the RD. Figure 3 shows the messages exchanged during
a RSVP setup. The two main steps performed by RSVP are:

a) transmission of the path-message to notify each router on the path from
sender to receiver. This message is sent using the Router Alert Mechanism
[Kat97]).

b) transmission of resv-message from router to router on the former detected
path. At this step the appropriate resources are reserved in every router.

The basic idea is now to setup reservations between ingress and egress points.
Several RSVP reservations should be aggregated to a bigger reservation. This
traffic aggregate is transported through an IP over IP tunnel to the according
egress point (see figure 4) prohibiting interaction of RSVP messages with de-
vices in the RD and simplifying the resource management crucially. Inside the
RD, service allocation only has to be done for flows between tunnel endpoints
[GBHI7]. All packets transported from (B) to (E) are encapsulated, having the
same source- and destination address, which simplifies the setup of appropriate
resources within the RD.

The setup of the tunnel is proposed to be done by mobile code. When a tunnel
has to be setup or resized, the ingress point sends a capsule to the egress point
allocating resources for this tunnel within each intermediate router and also
initiates the decapsulation at the RD’s egress router. A reliable transmission of
the capsule to the destination can be achieved by forwarding the capsule with low
dropping precedence and the implementation of some kind of simple transport
protocol either by the capsule itself or the capsule interpreter.

Acting only on traffic aggregates and using some heuristics, changes to the tun-
nels will occur quite infrequently, minimizing the load for processing reconfigu-
ration capsules (see [DGBO00]). An RSVP reservation has only to be processed
at the ingress and the egress point of the RD decreasing the delay to setup the
reservation.

As can be seen in figure 3 there are two points at the RSVP message handling
process we can use for the RD signalling. We can use the path-message (1)
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Fig. 4. Tunnels setup by Agents at Ingress points using capsules to configure QoS
tunnels through an RD

entering the RD to establish the connection, or use the resv-message (3) to
setup the resources. The path-message is sent earlier but contains only premature
information about the requested resources, so a user might alter these data or
reserve anything. Only after the resv-message has been received (3) we can be
sure that the user has accepted the reservation.

2.3 Agent Interaction

As it can be seen on figure 2 ideally on both sides of an RD border agents have
settled to perform the reservation translation according to their own and to their
neighbours needs. Until now we neglected the use of communication of agents
at each side of such a border. Agents can exchange information about the used
techniques of resource reservation used in the neighbouring RDs.

Based on this knowledge an agent can decide about the appropriate method of
resource reservation or cooperate with other agents to setup for example quality
of service tunnels over multiple RDs.

For a central instance it might be hard to supervise all border routers, collecting
information about the reservation methods being available in neighbouring do-
mains re-negotiating and configuring border routers and tunnels to an optimal
traffic transport.

As it can be seen on figure 4 an agent pair within an RD can use tunnels to set
up resources between two border routers (E,F and G,H). Each of these border
routers needs resources for encapsulation and decapsulation packets. Of course
this does not make sense, when all the traffic leaving the tunnel at E is split up
into single flows, encapsulated again by F' and decapsulated by G.

An alternative is the extension of the tunnel over multiple domains. When an
agent at B starts to set up a tunnel, it forwards the according capsule as de-
scribed in section 2.2. When the mobile code reaches the egress point it negotiates
with an agent at F' about an appropriate mapping scheme. If F' considers an op-
timal endpoint for the tunnel to be located at G it might propose this to E. E



transmits the new tunnel endpoint to B, setting up the proper encapsulation
methods. Even when the tunnel is now spread over multiple RDs, the under-
lying resource reservation methods are tasks of the RD’s agents. So a capsule
sent from B to E sets up resources with their RD, while a capsule from F to G
configures their intermediate routers.

The advantages of such a concept is the very local processing of data and the very
limited communication over an RD’s borders. Agents established by capsules
sent to a border router only interact with their direct neighbours, causing only
very local traffic. Additionally this simplifies the supervision of the RD since
no foreign capsules have to be executed or even transported though an RD.
Especially when an RD is equivalent to an ISP this is important.

3 Concept Evaluation by Virtual Routers

3.1 Virtual Router Architecture

A general problem in research on networking is the demand for setting up test
beds of sufficient size and complexity to show the desired results or to prove a
new concept. Alternatively network simulators like ns [ns],[BEFT00] or OpNet
[opn] can be used to prototype a device or a protocol in the special simulation
environment and to run the desired tests. So, the simulation normally precedes
the setup of the test scenario in a laboratory. Unfortunately, problems occur
when combining different technologies. A simulation approach for combining IP
forwarding and shaping components with Active Networking is at least not triv-
ial. To encounter these problems we developed an approach to emulate complete
(active-)routers including the appropriate IP forwarding. This allows the combi-
nation of real hardware and routers with large emulated topologies using several
so called Virtual Routers running on the same host.

Host A Host B Host C Host D
S:'O etho eth0 S‘;'O S‘;'l .
if0 if0 | ifl

eth0 k=

if1 ifo [ if1 [ if2 | ifo[if1| [ifolif1 if2 | if4
T

network connection

Fig. 5. The components of a VR

This basic idea of combining real hardware with emulated topology is shown on
figure 5. The core mechanism, the Virtual Router (VR), is emulating a real IP
packet forwarder. Each VR has a couple of interfaces attached. These interfaces
can be connected to other interfaces (dashed lines) of other VRs on the same or



on a remote host. Alternatively, a VR’s interfaces can be connected via Softlink
devices (solx) to the network system of the local host.

Fig. 6. The components of a VR

Such a Softlink device acts as an interface between the operating systems network
layer and a VR. For the OS kernel/user space it looks like a normal Ethernet
device, transporting data to user space and vice versa. The network layer of the
host system can not detect any differences between the real network and the
emulated topology. So, it is possible to define an emulated topology consisting
over multiple VRs distributed to several machines. Figure 6 shows the resulting
topology. The Softlink device is implemented as a a Linux Kernel module for
kernels > 2.2.12. The VR itself has been developed for Linux and Solaris.
Virtual Routers are used to realize the network topology to be emulated. Figure
7 shows the principal architecture of the program. Following the primary task
the architecture is focusing on IP routing. The VR is completely implemented
in plain C++, making the source extensible and easy to port.

The forwarding mechanism acts on standard routing rules, but was extended to
allow routing decisions by source addresses, port numbers, protocol fields and
ToS values.

As an interface to programs running on this virtual host, the VR has to provide
usual IP stacks with TCP, UDP and ICMP. Actually ICMP, UDP and a minimal
Capsule Interpreter (CIP) (see section 3.3) were implemented on top of IP.
The main work regarding IP processing is assigned to the interface components
underlying the routing mechanism. Figure 7 shows two of them. Each interface
can be connected to a Softlink device, acting as a transition point to the real
network or to another VR-interface. For the connection to other VR interfaces
we use UDP.

Received data is first processed by an IP address translation unit (NAT). This
allows to force a source to route also traffic to the source itself over the VR topol-
ogy, by using dummy destination addresses, which are mapped to the address
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Fig. 7. The components of a VR

of the source in the first VR. This allows a further reduction of necessary com-
puters and simplifies the setup of large topologies. After that step packets are
delivered to the filter (PF). This unit is programmable and rules the forwarding
of certain packets to higher layers as it will be explained in section 3.2.

Acting as sender, data is also transported through host filter and NAT to be
put to the queueing system before transmitted by the Softlink device or sent via
UDP. A token bucket filter preceding the connector is used to limit the maximum
bandwidth of the interface.

Because of it’s flexibility the queueing system is the most complex part of the
interface component. It consists of a pool of subcomponents like queues, fil-
ters, shapers, schedulers. The current implementation offers the following com-
ponents: a generic classifier, a Token Bucket Filter, a drop tail queue, a Random
Early Detection queue (RED) [FJ93], a Weighted Fair Queueing (WFQ) sched-
uler, a simple Round Robin (RR) scheduler and a Priority Round Robin (PRR)
scheduler. Additional components are a RED queue with three drop precedences
(TRIO), a special marker for differentiated services and a Priority Weighted Fair
Queueing (PWFQ) scheduler for the implementation of Expedited [JNP99] and
Assured Forwarding [HBWW99].

The configuration of the queuing system can be completely done at runtime via
API or command line interface (CLI). The object oriented implementation of
the queueing system and it’s components makes it easy to add or modify single
functionalities.

For the configuration of the VR a command line interface and an API have
been implemented. The API allows programs (e.g. a capsule interpreter) running
on the virtual router to alter interface setting, routing rules and so on. The
command line interface is accessible via console or external® telnet.

! This telnet connection is not provided by the VR, but by the host running the VR
making it independent from any changes made to the VR. This simplifies the setup
of multiple machines crucially, because no changes to interfaces setup or queueing
mechanisms can harm the TCP connection used for the configuration.



3.2 Programmable Filter (PF)

To allow the seamless processing of capsules and to control the access of running
agents on specific flows all data transported by an interface is processed by the
programmable filter (PF). This filter is programmable via an API and allows
daemons running on the virtual router to gain access to flows. An application
can determine, which flows it gets by setting up a filter. This can be done by
submitting a set of parameters to the PF. The set of supported parameters
contains most of the IP headers and options. Of course more than one filter
might be setup.

PFypec = {(Des, Desnrqsk), (Src, Srcarask), (Opt, Optyar, Protocol, ToS)}

This concept has the advantage, that an application only has to provide the filter
pattern once rather than processing all incoming data. It simplifies the setup of
applications as well as speeds up processing of normal traffic, being forwarded
by the VR.

There are two main filter modes: copy and move. During copy mode a packet is
forwarded normally and a copy of it is passed to the upper layer. In the move
mode the packet is not duplicated, but only passed to the HAL/IP layer (see
figure 7). So, an application can process a packet and re-inject it afterwards or
completely discard it. An application can override queueing systems and for-
warding mechanisms of the VR. For example, a whole queuing system may be
applied for a certain type of packets, without affecting the normal processing of
standard IP packets.

In addition to forward packets to applications according to the set up of fil-
ters, the PF can be configured to preprocess the packets. It is obvious, that an
application may not be interested in the entire packet, but only in certain in-
formation. The PF provides the functionality to truncate the packet body and
provide only the header to the application. It may collect statistical data about
a certain packet type like the average, the minimum and maximum bandwidths,
the number of matching packets and so on.

It has to be mentioned, that the PF does not provide any security. The PF acts
on the filter set up and does not control whether the application is authorized
to access these data. If the PF is used to support a Capsule Interpreter (CIP),
the decision which capsule is allowed to setup which filter is left to the CIP.

3.3 Capsule Interpreter

To support the exchange and execution of mobile code in a network of VRs,
i.e to get a Virtual Active Router (VAR), a Capsule Interpreter (CIP) was im-
plemented. These CIP uses the PF to receive IP packets with the Router Alert
Option [Kat97] set. A packet that is forwarded through the VAR with these
options is also copied to the CIP, executing the capsule’s code.

For some first testing of the capsule forwarding mechanisms we implemented a
very simple TCL based CIP. The approach behind was not so much influenced by



architectural or security issues, but by the quick implementation of a mechanism
to distribute scripts over a network of Virtual Active Routers. In general it was
mainly used to evaluate the concepts of programmable filters and VRs. The
interfaces to the Host Access/IP layer are simple and it should be easy to port
a more advanced CIP to the VR in future. Especially we evaluated methods for
the setup and the configuration of an VR’s queueing system to support specific
flows.

The capsule format is comparable to the Active Network Encapsulation Protocol
(ANEP) [ABG197]. TCL scripts including a ANEP like header are included in
IP packets using the Router Alert Option [Kat97] to be executed by each router
they pass. The CIP itself requests these packets by an appropriate configuration
of the PF. A capsule may set up additional filters at the PF to process specific
flows or to act on the arrival of certain packets. The CIP has to control which
data may be accessed by the capsule.

4 Summary and Outlook

The use of Active Networking technology offers great possibilities for the man-
agement of large networks. Of course there is a lot of research to do especially in
the areas of security and performance. The combined approach of using IP and
AN as assumed in this paper could offer the desired performance as well as the
enormous flexibility that only mobile code can provide.

The other important aspect is security. In our scenario capsules are only launched
by an ISP’s own hosts and their activities are limited to the border regions of
their RD. Any interaction between foreign agents only takes place either within
an ISP’s RDs or between neighbouring ISPs, so security solutions should be
feasible by applying common security mechanisms like encryption and authen-
tification via asymmetric algorithms. The VAR platform will be optimal for large
scale performance evaluation of the proposed service mapping concepts.

A future issue will be the information exchange between single agents to imple-
ment a self organizing distributed system optimizing routing and tunnel setup
regarding QoS and costs.
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